Abstract. Cloud computing is an emerging paradigm that allows adoption of on-demand services in a cost-effective way. Migrating services to the Cloud also means been exposed to new threats and vulnerabilities, thus, resulting in a modified assessment of risk. Assessing risk in the Cloud remains an open research issue, as it requires a given level of trust of the Cloud service provider for providing assessment data and implementing controls. This paper surveys existing knowledge, regarding risk assessment for the Cloud, and highlights the requirements for the design of a cloud-targeted method that is offered as a service, which is also in compliance with the specific characteristics of the Cloud.
Introduction
Cloud computing enables cost-effective adoption of on-demand services, coupled with elastic allocation and virtualization of resources (e.g., servers, storage, applications, and services) that can be rapidly provisioned and released with minimal management effort or service provider interaction [1] . Along with these benefits, the decision to deploy to the Cloud is affected by the security challenges introduced [2] [3] [4] . These include the lack of control over security management on a cloud deployment, multitenancy and sharing of resources, concerns on data confidentiality and privacy, as well as the lack of trust towards the provider or other co-tenants, who may share unknown risk profiles. Establishing a level of trust about a cloud service depends on the degree of control on the provider who will provide the required security controls in an effective manner [4] . Note that assessing the effectiveness of security controls may not be feasible. If the level of trust in the service, or in the provider, is low or cannot be assessed, this may affect the adoption of the services or lead to accepting a higher level of risk.
Nowadays, cloud computing still lacks standardized information security frameworks, which applies to risk assessment as well. This is common when new platforms, which require tailor-made methodologies, emerge, e.g. smartphones [5] [6] . Thus, although cloud-specific threats and vulnerabilities have already been identified or assessed by numerous sources [2, [7] [8] [9] [10] [11] [12] [13] , it still remains unclear how Information Risk Management frameworks or methods can be applied in the context of the Cloud.
For the purposes of this paper, we will refer to Risk as the measure of the extent to which an entity is threatened by a potential circumstance or event. Risk is typically a function of the adverse impacts that would arise if the circumstance or event occurs and the likelihood of occurrence [14] . Risk assessment (ISO27005 standard) consists of: (a) Risk analysis comprising of risk identification and risk estimation, and (b) Risk evaluation [15] . Similarly the NIST 800-30 (rev.1) [14] describes risk assessment as "the process of identifying, prioritizing, and estimating information security risks". A similar to ISO27005 approach is also recommended by the CSA [16] .
Assessing information security risk for cloud deployments requires a thorough analysis of threat and vulnerability information, so as to determine the extent to which circumstances or events could adversely impact an organization and the likelihood of such circumstances occurring [14] . These circumstances may vary or change when we adopt one of the three generic cloud service models (designs) [1] : Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS). The way that clients deploy data or services into the cloud, as well as the visibility included, separates the cloud into four different deployment models [1] : Private, Community, Public, or Hybrid. The level of control on the cloud deployment decreases as we move from private to public clouds, posing obstacles in risk treatment. Also, the level of trust decreases, which makes risk assessment an even more challenging process. This paper first surveys existing knowledge regarding risk assessment for cloud deployments. Then, it highlights the requirements for a targeted method that complies with the specific characteristics of the cloud and quantifies these security concerns.
The paper is structured as follows: Section 2 presents an extended list of cloud-specific threats, coupled with vulnerabilities (i.e., one of the differentiating elements if we adopt any traditional risk assessment method). Section 3 offers an analysis on the parameters that change when we assess risk on the cloud, and reviews existing approaches and their limitations. Section 4 proposes the deployment of risk assessment on the cloud as a service, and discusses the challenges and applicability of such an endeavor. Section 5 concludes the paper, summarizing the requirements for cloud risk assessment, coupled with a short roadmap for future work.
These threats and vulnerabilities indicate that when an organization chooses to adopt cloud services, the risk profile of its information systems is modified. Data and services are exposed to new attack scenarios, which can be facilitated by vulnerabilities of the cloud provider (employees, facilities, systems), of the cloud technology (interfaces, API) or even other cloud co-tenants.
In Tables 1-3 , we present an improved and combined list of threats applicable to a cloud deployment, based on various sources [2, 8, 10, 17] . Each threat is mapped to indicative examples of vulnerabilities, which -if present -can facilitate its occurrence. We also present the security attribute affected by each threat, i.e., Confidentiality (C), Integrity (I), and Availability (A). The threats are presented grouped in categories according to the components of the information system that is mainly affected. One can observe that there are threats that have business implications as well. In Table 3 , we refer to them as 'organizational' threats.
Note that although several of these threats can be applicable to most non-cloud systems, we identify unique vulnerabilities in the cloud, which do not apply to traditional systems, e.g. the loss of physical control, the unknown risk profile of the provider, multi-tenancy, and others. These threats may potentially affect all the available services (SaaS, PaaS, IaaS) and models (Private, Public, Community, Hybrid), but the level of vulnerability may vary accordingly. Any traditional risk assessment method requires statistical or real-time data in order to assess the likelihood of these threats. It also requires appropriate tools in order to identify the presence of vulnerabilities or the absence/ineffectiveness of controls. This means that current approaches need to incorporate an extended set of threats and vulnerabilities in their assessments. The question is if this step is sufficient when we assess risk on the cloud.
Assessing Risk on the Cloud
Before migrating assets to the cloud, the risk of such a business decision needs to be estimated. Existing algorithms treat the project as an outsourcing one, where different services are offered by different providers [18] . From a business perspective, the decision can rely on economic terms. For example, there is an approach which relies on pricing theory in order to identify the optimal rule of migrating to the cloud [19] . Another one quantifies cost, security, and business parameters for different cloud providers [20] . Overall, it seems hard to determine how each of these approaches can be applied in a realistic setting, and whether the required information is available and accurate. The problem is, in its essence, a matter of trust to the data provided by the various cloud providers, regarding the security of their services.
Following the migration to the cloud, an organization will still require to perform risk assessment for its systems, as required by legislation, standards, and best practices. Assessing risk in dynamic, complex and, in some cases, unknown environments [16] , such as the cloud, poses additional challenges.
Traditional information risk assessment approaches, such as CRAMM, OCTAVE, etc., can hardly address these challenges. The lack of a novel approach is highlighted by the authors of [21] , who stress the need for dynamic (or even real-time) risk management, when we refer to the cloud, and place their focus on SLA and exception management. They also highlight that the proposed method should be cloud-oriented, and accompanied by new modeling languages and tools as well.
In [22] , properties of the cloud environment which affect the risk assessment process are presented. These are:
• On-demand-self-service: Cloud environments rely heavily on automated procedures. This also applies to security controls. The effect on risk, when trained personnel are replaced by automated processes, needs to be assessed. Vulnerabilities posed by individuals are now translated into technical ones.
• Broad network access: The available entry points, from an attacker's perspective, create a dynamic collection of end points with different characteristics and properties. Such an alternation poses a challenge to the deployment of a traditionally implemented assessment methodology.
• Resource pooling: The existing dynamic allocation of resources does not allow proactive assessment. So, it only has to be focused on the allocation mechanisms and the qualities of the overall pool. Furthermore, multi-tenancy must also be taken into consideration, as other clients/tenants may co-exist within the same infrastructure.
Finally, the unknown location of the physical resources of the cloud is another element that needs to be addressed during the procedure, as it may lead to legal or regulatory non-compliance.
• Rapid elasticity: The workload of a client can easily migrate to several cloud providers, not specified from the beginning. As a result, the cloud assessment model must consider multiple computing environments, which have different properties and functions, and thus, varying levels of risk.
• Measured service: The property of automatically controlling and optimizing the resource use in the cloud can easily pose as a point of vulnerability. The information that relies on each specific tenant must be well protected from a possible disclosure, while such an observation must be applied in the implementation of the risk assessment framework.
The static nature of risk assessments, which are typically performed on a per-system basis, makes them unsuitable for the cloud environment. The above properties highlight the need for designing new methods for risk assessment, which will not only assess new threat scenarios applicable to the cloud, but will also be able to model and capture its dynamic nature and lack of clearly-defined boundaries [21] [22] [23] .
Research towards such a direction is still in its infancy; however, some initial attempts, both theoretical and practical, were identified in the literature. An initial attempt to assess various cloud risks, with an approach compliant to ISO27005, is presented by [2] . However, the threat likelihood and impact assessments depend on both expert opinions and a single use case scenario. The report can be viewed as guidance to cloud providers and customers, while the method will require further refinements in order to be applied to a specific system or organization.
A framework that is based on the standard quality management cycle (Plan-DoCheck-Act) of the ISO/IEC 27001 standards is proposed by [24] . It focuses on managing risk via seven individual processes, each assigned to a phase of the management cycle. The proposed model is a risk management framework and includes a risk assessment procedure within its steps.
More specifically, risk assessment is performed on the second phase (DO), which is deployed via the use of the OCTAVE and COBRA models for analyzing and assessing the existing threats of the cloud infrastructure. This framework clearly outlines the majority of the security elements of the cloud, but the traditional tools and methods used, need to be modified according to the new infrastructure that they intend to assess (i.e., the Cloud). Such an observation gives birth to the need of using techniques that are either implemented specifically for cloud computing environments, or existing ones with significant modifications, since there are noticeable differences compared to traditional computing environments.
A model for quantitative risk assessment in the cloud is presented in [17] . The model requires the definition of the cloud environment and then proceeds to assess the value of assets and threat likelihood, vulnerability, and impact, in order to assess risk. To be more specific, it quantifies risk by following the current best practice approach. In contrast, although threats and vulnerabilities are cloud-oriented, the model does not provide insight on how the assets of the system can be accurately assessed in the cloud, or how statistical data can be acquired, when multiple providers are involved.
In [25] a semi-quantitative risk assessment framework is presented; risk is assessed in terms of impact and probability of an event. The framework relies on statistical data for the assessment of likelihood and on expert opinion for impact assessment. Furthermore, the applicability of the method relies on (a) the availability and accuracy of statistical data collected by cloud providers, and (b) the definition of an extended threat list, as the one presented appears to be limited.
The use of Attack-Defense trees approach is proposed by [26] as a means of threat analysis for cloud computing environments. The Attack-Defense trees depict attack steps and vulnerabilities, as well as defense mechanisms, i.e. countermeasures. The method assesses the required defense cost, based on cost of the attack, probability of success and impact. The applicability of the model relies on both the presence of accurate statistical data (for probability), as well as the selection of a proper defense strategy.
Based on the above, the existing approaches justify the need of integrating the risk assessment method into the cloud computing model [16] . Cloud, as every other deployment infrastructure, needs to be assessed by examining applicable, as well as novel threat and vulnerability scenarios, e.g. the threats posed due to multi-tenancy.
Furthermore, we observe that any risk assessment approach in the cloud not only faces the typical challenges of risk assessment, such as lack of appropriate statistical data and subjectivity of assessments, but additional ones as well. These include (a) the lack of trust to the cloud provider and to the data provided for risk assessment, (b) the absence of a well-defined system topology, (c) the dynamic nature of both the infrastructure and the services provided, and (d) the lack of physical control.
As a result, a holistic approach is needed so as to address the above mentioned challenges. Such a method should include assessment tools, methods and approaches, all equally adjusted to the dynamic structure of the cloud.
Risk-Assessment-as-a-Service
Such a risk assessment method can be implemented in the form of a cloud service, which includes methodological assumptions and steps, a framework, tools, and new rules and policies for risk management. An extension to the cloud model is referred to in the literature in the form of two services, i.e. Security-as-a-Service [27] [28] , and Risk-Assessment-as-a-Service [22] . A theoretical implementation of Security-as-a-Service (SECaaS) can be found in [27] . The idea refers to offering cloud-oriented countermeasures as services by a different cloud provider. This model could be applied on all the deployment models and allow customers and providers to assess and monitor the security of their cloud deployments. The authors suggest services regarding access control, auditing, risk assessment, intrusion detection, etc. In that way, all the necessary services/controls are combined into one service, which is positioned over the cloud infrastructure.
Experimental results of Security-as-a-Service using unified threat management (UTM) for ensuring secured services on the cloud are available in [28] . These results highlight the concern that UTM may not be a feasible approach, as it may prove to be a bottleneck for the application clouds, which is contrary to the requirement for resources-on-demand and high elasticity. These issues can easily be translated into additional cost for the users. Additionally, vulnerabilities found in the cloud deployments will be out of the UTM cloud's control.
In [22] , a model is proposed regarding deploying Risk-Assessment-as-a-Service (RAaaS) to either the clients or the provider. Such a model should be deployed on a real-time basis on the tenants, applications, and the entire infrastructure of the cloud. It focuses on providing the assessment service for every consumer and provider in the cloud, where everyone can assess a possible cloud service before migrating personal data and applications onto it. As a result, the party that deploys the assessment procedure can perform an informed decision to trust a specific or several cloud providers.
Similar to the limited SECaaS models found in the literature, [20] remains a theoretical deployment model. The issues discussed focus on the deployment of the service as an autonomic system, the necessary sensors for collecting real-time data, Service-Level Agreements (SLA), a suitable scoring method, existing official standards, as well as how to deploy policies to current cloud deployments.
Based on the above, RAaaS seems to be a suitable way to implement a cloud-tailored method, but the implementation specifics still remain open to research. Risk-Assessment-as-a-Service could be an approach suitable to this particular environment, but it should be implemented in a way that it will not serve as a bottleneck. Furthermore, the requirements of implementing RAaaS are as follows:
• Dynamic and continuous collection of accurate (trusted), real-time data, for specific deployments, tenants, and assets.
• Based on comprehensive qualitative and quantitative metrics, targeted to a cloud environment.
• Supported by a knowledge base (e.g. ontologies [29] ) that cumulates the knowledge by public available resources (e.g. for the collection of statistical data) and modeling tools in order to mitigate applicable threat or attack scenarios.
The method should allow for the creation of various risk profiles, according to: (a) the services or assets deployed to the cloud, (b) the selected provider, and (c) the specific type of deployment. Of course, such a method could be implemented in a traditional, static way, "off" the cloud.
The benefits of implementing it "as-a-service" lie on the ability to follow the ondemand, automated, and multi-tenant architecture of the cloud, where tenants and providers change constantly. Thus, it offers a continuous and dynamic assessment of the cloud environment, with respect to a given tenant. It also offers a specific application for use by new tenants and applications. Furthermore, the "as-a-Service" approach would be more cost effective, since issues of licensing, deploying and updating the method are adequately facilitated.
Conclusions
Cloud computing poses new challenges regarding risk assessment. These include the assessment of a dynamic environment, with loose boundaries, as well as an unknown risk profile that is affected by new threats and adversaries and originates from multiple points (e.g., the provider, the technology itself, other co-tenants, etc.). Such assessments incorporate a level of trust on the notion that several, interchanging third parties will deliver secure services.
In this paper, we have presented the factors that modify risk when mitigating to the Cloud, as well as a list of threats which are cloud-oriented. Such a list can further be expanded in order to cover all domains of information security when we refer to the cloud [30] .
We studied the few current approaches that focus on cloud risk assessment. These frameworks could pose as a theoretical starting point for risk assessment on the cloud; yet, they lack implementation and experimental results. Most of these approaches inherit common risk assessment drawbacks, such as the lack of historic or statistic data, the subjectivity or the static nature of results, etc. These flaws are augmented in the cloud environment, which transforms the risk management process towards Security SLA management.
In the future, we plan to build upon our experience and knowhow with critical ICT infrastructures protection, as well as risk management methods [31] [32] [33] [34] [35] , so as to develop a method suitable for a Risk-Assessment-as-a-Service solution, considering Cloud as a potentially critical ICT infrastructure.
One of the first next steps is to define risk assessment criteria suitable for the cloud client and the cloud provider. We also plan to refine the threat lists presented in this paper, according to the adopted cloud deployment and services, and examine whether some threats are more significant in particular models.
